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A team full of hackers
You scope it we pwn it
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Red team
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GO! lets start “Hacking”
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How does it work?

In
▪ Weaponisation

▪ Delivery & social engineering

▪ Exploitation

▪ Persistence

▪ Defense evasion

▪ Command & control

Through
▪ Discovery

▪ Privilege escalation

▪ Execution

▪ Credential access

▪ Lateral movement

Out
▪ Collection

▪ Exfiltration

▪ Impact

▪ Objectives
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What is the best choice for a strong password?

a) 1ams0stron$

b) password12345

c) SummerAutumnWinterSummerSpringAutumn2023!

d) 9v4@x!3PQ$r2

e) 7h!5P@55w0rdIsReallyb@d&Anno1ng_
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For a simple password (e.g., less than 8 characters, all lower case 

or common patterns), it could be seconds to minutes with powerful 

cracking tools and hardware.

For a complex password (e.g., 12 or more characters, with a mix of 

letters, numbers, and symbols), it could take from hundreds to 

millions of years with current technology, assuming that the 

attacker does not have a significant breakthrough in computing 

power, such as quantum computing.
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What is a "zero-day exploit" in ethical hacking?

a) An exploit that targets vulnerabilities known for at least one 

day 

b) An exploit that is not effective 

c) An exploit that targets unknown vulnerabilities 

d) An exploit used on the zeroth day of an attack
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We change it! We don‘t.
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What is the term for a fake network that is set up to 
intercept and collect data transmitted over a wireless 
network?

a) Firewall 

b) VPN 

c) Honeypot 

d) Evil twin
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In cybersecurity, a honeypot is a decoy 

system or network set up to attract cyber 

attackers. 

The purpose of a honeypot is to detect, 

deflect, or study attempts at unauthorized 

use of information systems. 
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What is the difference between a red team and a 
penetration test?

a) Red teams are ethical hackers hired by organizations, while 

penetration tests involve in-house security teams.

b) Red teams are focused on finding and exploiting vulnerabilities, 

while penetration tests are aimed at assessing and identifying 

security weaknesses.

c) Red teams simulate external attackers, while penetration tests 

simulate internal network breaches

d) There is no significant difference; the terms "red team" and 

"penetration test" are interchangeable.
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What is it called if a blue team works together 
with a red team after their hacking is done?

a) Gold teaming
b) Purple teaming
c) Yellow teaming
d) Collaboration overflow
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Blue
Red

Purple
White
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Jaimy Thepass | LinkedIn

https://www.linkedin.com/in/jaimy-thepass/
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ThankYou


